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 • there is unauthorised access to or unauthorised disclosure of personal information, or a loss of personal 
information, that an entity holds 

• this is likely to result in serious harm to one or more individuals (see Is Serious Harm Likely?), and 

• the entity has not been able to prevent the likely risk of serious harm with remedial action. 

☒ The Vendor is a regulated entity under the Privacy Act (Cth) and notifies the following parties of eligible data 
breaches: 

• EDU 

• Individuals to whom the information relates 

• Office of the Australian Information Commissioner 

☒ EDU system owner has read and understood the Notification of data breaches policy of the ACT Government ICT 
Security Policy. 
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 12 Physical, Environment and Media Protection 

12.1 Hosting Arrangement  
The System Owner and other stakeholders of the SSP must be aware of where their system is 
geographically hosted, and the physical security arrangements for the protection of hosted data. 

☐ The application is hosted by DDTS, and its standard procedures for physical security have been verified as 
satisfactory. 

☐ The application is hosted by DDTS in Microsoft Azure. 
The infrastructure that is part of Azure Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS) is located 
strictly in AU datacentres with a minimum of SCEC 3 – beyond the accreditation suitable for hosting IMM or protected 
information. The physical security of systems like disk handling, disposal of infrastructure and other facets of physical 
security have reached accreditation at PROTECTED level as per the IRAP assessment of 2017 for Microsoft Azure 
cloud operations. 

For further discussion of security risks of the Azure platform, see the DDTS Azure Cloud SSP. 

☐ The application is hosted by DDTS in Amazon Web Services (AWS). 
The infrastructure that is part of AWS Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS) is located 
strictly in AU datacentres with a minimum of SCEC 3 – beyond the accreditation suitable for hosting IMM or protected 
information. AWS has achieved certification for physical security as part of the AWS IRAP assessment and is suitable 
for data up to an including OFFICIAL IMM. AWS is applying for PROTECTED certification which will include physical 
security, as part of the current IRAP assessment phase. 

For further discussion of security risks of the AWS platform, see the DDTS AWS Cloud SSP. 

☒ Other (describe): 
Google is hosted Australia on Google infrastructure services. 
Google Cloud products are served from specific regional failure domains and are fully supported by Service Level 
Agreements to ensure you are designing your application architecture within the structure of Google Cloud. 
 

Google Cloud infrastructure services are available in locations across North America, South America, Europe, Asia, 
and Australia. These locations are divided into regions and zones. You can choose where to locate your applications 
to meet your latency, availability, and durability requirements. 
Regions are independent geographic areas that consist of zones. Zones and regions are logical abstractions of 
underlying physical resources provided in one or more physical data centres. These data centres may be owned by 
Google, and listed on the Google data centre location page, or they may be leased from third party data centre 
providers. Regardless of whether the data centre is owned or leased, Google Cloud selects data centres and designs 
its infrastructure to provide a uniform level of performance, security, and reliability. 
 

A zone is a deployment area for Google Cloud resources within a region. Zones should be considered a single failure 
domain within a region. To deploy fault-tolerant applications with high availability and help protect against  
unexpected failures, deploy your applications across multiple zones in a region. 
 

To protect against the loss of an entire region due to natural disaster, have a disaster recovery plan and know how 
to bring up your application in the unlikely event that your primary region is lost. 

Google Cloud's services and resources can be zonal, regional, or managed by Google across multiple regions. 
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 12.4 Network Communications infrastructure 
☐ The application is hosted on-premises by DDTS, and all network communications takes place over the ACT 

Government’s communications network: 
• The application uses only the ACT Government’s network communications infrastructure, up to and 

including the DMZ, and DDTS’s standard procedures apply8. 

• Beyond the DMZ, communications are over commercial carriers’ infrastructure, and their physical security 
standards apply. 

☐ The application is hosted by DDTS externally, in a third-party cloud platform or infrastructure (e.g. AWS and Azure). 
DDTS has documented the network communications from their data centre to the point its communications join the 
commercial carrier’s infrastructure (e.g., shared fibre in a commercial data centre, or their own fibre in their own 
data centre) 

☒ Other (describe): 
DDST manage the network and communications infrastructure needed to communicate and actively use the Google 
Workplace Services. 
 

Google’s infrastructure includes network interfaces. Their data centres and network architecture are designed for 
maximum reliability and uptime. The workloads are securely distributed across multiple regions, availability zones, 
points of presence, and network cables to provide strong built-in redundancy and application availability.  

12.5 Endpoint Infrastructure  
The premises from which the application is accessed and the physical security arrangements at each 
type of site are (select all that apply): 

☒ ACT Government premises:  
• access to the premises is controlled by swipe cards or keys 

• swipe cards are issued to verified staff and contractors only 

• all communications equipment on the site is in a Class C cabinet 

• separate recycling bins for sensitive and non-sensitive paper 

• laptop computers are the responsibility of individual staff 

☒ ACT Government Schools:  
• Staff access is via internal keys and Cards 

• Student access is during school hours to an open school 

• Visitor access to the premises is controlled by physical sign-in at the front Office  

• all communications equipment on the site is in a Class C cabinet 

• separate recycling bins for sensitive and non-sensitive paper 

• desktop computers are secured in computer labs 

• laptop computers are the personal responsibility of teachers 

 

8 For details, contact DDTS Network Services 
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 ☒ Vendor premises 
The business processes for the application allow vendor remote access – where the Directorate cannot be sure of 
the physical security employed. 

(Describe): 
Enterprise network connectivity 
Enterprises connect existing on-premises infrastructure with their Google Cloud resources by evaluating the 
bandwidth, latency, and SLA requirements that help in choosing the best connection option: 

For low-latency, highly available, enterprise-grade connections that will enable to reliably transfer data between the 
on-premises and VPC networks without traversing the internet connections to Google Cloud, use Cloud Interconnect: 
- Dedicated Interconnect provides a direct physical connection between the on-premises network and Google's 

network. 
- Partner Interconnect provides connectivity between the on-premises and Google Cloud VPC networks through 

a supported service provider. 
For more details, please refer https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#networking and security 
The Google application is deployed on Google data centre infrastructure (see Figure 1) hosted in Australia. These 
data centres have physical access control restricted Google staff 
(https://www.google.com.au/about/datacenters/data-security/).  

☒ Other locations 
The business processes for the application use requires infrastructure in other locations, such as users’ homes where 
Directorate cannot be sure of the physical security employed. 

(Describe): 
Home: The business processes for the application allow remote access from home – where the Directorate cannot 
be sure of the physical security employed. Public/external users access this solution from BYOD or non-managed 
devices. These users do not have privileged access, but the strength of their security controls is unknown.  
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 14 Configuration Management and Maintenance 

14.1 Initial System Configuration 
System is already operational at time of this SSP was written.  

14.2 Security Configuration 

☒ The Vendor configures security settings on behalf of EDU. 

☐ EDU configures security settings through configuration console, file or equivalent means. 

☒ DDTS ICT configures security settings through configuration console, file or equivalent means. Initial configuration 
and subsequent changes are performed through the Change Management process. 

☒ Other (describe): Please refer to Figure 2 and Figure 3 on user’s authentication. 

 

14.3 Major Changes 
To comply with the DDTS Change Management process, the Business System Manager must comply with the 
DDTS Change Management Policy and Change Management Process (available on DDTS web site). These require 
the Business System manager to confirm that these procedures are followed for Major Changes (different rules 
apply for Emergency Changes). 

Google is responsible only for changes/updates to the Google product. 

The following statements only apply to the SAS software: 

☒ Change Owner will prepare (in ServiceNow) a formal Request for Change (RFC) and is responsible for representing 
the Change at DDTS’s Change Management approval meetings: Technical Review and Change Approval Board (CAB). 
This is for any DDTS supporting infrastructure like ADFS. 

☒ DDTS changes have approval before work starts: 
• for Changes that are being run as projects through the DDTS Program Office, have a Business Requirements 

Specification (BRS) approved by the business, a Concept Design approved by DDTS, and a Proposal 
approved by the business.  

• for Changes that are being run as Business as Usual (BAU) work, have Business approval (the standards for 
documentation and the Business-side approval to be set by the Business, but as a minimum there must be 
a document that scopes the change in business terms, and which is signed off by the Business System 
Manager or his/her delegate) 

• for both types of Change: have approval from the DDTS CAB to proceed to develop and test the Change 
(“Rdy4Dev” approval) 

☐ Develop and test the Change outside the Production environment, unless there are technical reasons why testing 
can only be carried out in Production (failure to provide budget for a separate test system does not constitute a valid 
reason) 

☒ The client maintains a Test Plan and Test Cases, and tests to the Plan before UAT certificate is approved: 

• there is a written list of tests to be run for regression testing 

• there is a set of standard regression test cases that are run against each new release or bug-fix 

☒ Have approval from Technical Review, the prerequisites for which are: 

• an Operational Readiness Certificate 

• updated design documentation 

• an implementation plan 

☒ Have approval from the DDTS or EDU CAB to implement the Change into Production (“Rdy4Imp” approval) 

☒ Be implemented into Production by DDTS staff. The DDTS Change Management process does not allow the support 
provider to have access to the DDTS Production server with any elevated privileges. 
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 ☒ Education Directorate also have a CAB Process that is applied BEFORE the DDTS process to ensure that all other (non-
technical) activities are also in place before the technical change is scheduled. 

16.4 Minor Changes 
Select all that apply: 

☐ Common process 
Minor (Business as Usual) Changes are managed by: 

1. DIRECTORATE staff report a problem / request to the DDTS embedded IT team, or to the DDTS Help Desk 

2. DDTS raises a ServiceNow case, to act as the formal record 
3. An DDTS team member actions the request and records the outcome in the ServiceNow case 

4. Minor Changes can result in changes to the Production environment (data correction etc.), as well as to 
non-Production environments 

☐ Web site 
Because of there are fewer than half a dozen staff in the Section, and because the website is simple, the Change 
Management process reflects that. The process is: 

1. A Change to a web page or to content has to be approved by the Business System Manager before the 
Change is developed 

2. The Change to a web page has to be tested by someone other than the person who developed it 

☐ Web site configuration changes 
There are no application Configuration changes (including adding new content or amending existing content) that 
the Directorate’s staff can apply.  

All Configuration Changes are carried out by the DDTS Online Systems team. 
For content changes: 

1. Directorate’s staff send the new amended content to the DDTS Online Systems team (in its role of System 
Administrator / Web Administrator) 

2. DDTS Online Systems team raises a ServiceNow case (a Standard Change), to act as the formal record. The 
DDTS Online Systems team actions the request and records the outcome in the ServiceNow case. 

☒ Other (describe): 
Changes implemented through Google’s change management process at Global level solution and for at Enterprise 
level solution through DSST and DDTS change management process, mostly that comprises of configuration level to 
meet the business requirements. 
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 15.4 Vulnerability Management 
The procedures used to preserve and check the integrity of the software (including checks for 
vulnerable software versions and viruses) are: 

☒ Vendor managed (describe): 
Responsibility of Vendor (Google), as a SaaS (Software as a Service) solution.  
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 Appendix B:  Risk Treatment Strategy 
The Risks for Google Workplace (defined in Appendix A) and their current treatments have been accepted. No Additional treatments have been listed to address the Risks so there are no additional Treatment Strategies.  
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 Appendix C:   Initial Risk Table - Oct 2015 

The following table describes treatment strategies for reducing identified risks. The information within the table below can be used to prioritise risk treatment activities as follows: 

• High priority treatments are highlighted in red and should be actioned within 3 months. These treatments have been determined to provide greater impact for reducing High-level risks. 

• Moderate priority treatments are highlighted in orange and should be actioned within 6 months. These treatments address Medium-High-level risks. 

• Low priority treatments are highlighted in green and should be actioned within 12 months. These typically address few risks or have limited impact on reducing the risk levels.  

It should be noted that the colours indicate priority in terms of security risk reduction, and do not take into account, resource, cost or business impact. 

 

The 2015 Risks have been included in this newest SSP for completeness. Current risks are listed (above) 
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