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[bookmark: _Toc217046932]Overview
These procedures set out the responsibilities of the ACT public school (schools) students, parents, school staff and the Education Support Office (ESO) to regularly review the system to ensure that access is only available to users with a business need.
This procedure must be read in conjunction with the  ACT Government Acceptable Use of ICT Resources Policy and ACT Government Cyber Security Policy.
[bookmark: _Toc217046933]Rationale
These procedures support the Directorate’s commitment to safeguarding student and staff information such as academic records, personal data and financial management details, from unauthorised access, ensuring compliance with the ACT privacy principles outlined in the Information Privacy Act 2014.

The purpose of these procedures is to:
· provide ACT public school (schools) students, parents, school staff and the Education Support Office (ESO) with guidance on how appropriate access is allocated based on roles and responsibilities
· mitigate security risks by implementing access controls that reduce the likelihood of unauthorised access, data breaches and malicious activities within SAS
[bookmark: _Toc217046934]Procedures
SAS Access Group Assignment
1.1.1. The SAS Access User Guide contains an overview of the available permission groups and should be read before staff request access.
1.1.2. SAS access groups are either role-based or functional.
Role-based groups are tailored to specific roles, e.g., Principal, Teacher, or Business Manager. All users must be assigned a role-based group.
Functional groups give access to perform specific tasks e.g., Report Setup is a group for school-based staff who need to setup up academic reports.
1.1.3. ESO users must only be assigned to groups with the Apps_SASESO_ and Apps_SASESOFunction_ prefixes.
1.1.4. School-based staff must only be assigned to groups with the Apps_SAS_ and Apps_SASFunction_ prefixes.
1.1.5. Users may only be assigned to one role-based group. If a user changes roles and needs to be assigned to a different role group, they must be removed from the original group.
1.1.6. Users may be assigned to functional groups only if the group is needed to perform tasks for which the user is responsible.
1.1.7. Users must only be assigned to access groups according to the membership criteria outlined in the SAS Access User Guide.
1.1.8. Users must only be assigned to access groups if their account type matches the account type specified in the SAS Access User Guide.
1.1.9. Users must only be assigned functional groups if they have the required role-based group specified in the SAS Access User Guide.
1.1.10. ESO users must only be assigned to Read Only groups unless they are members of the teams specified in the SAS Access User Guide or have provided reasons for needing write access to SAS and have approval from the CIO.
1.1.11. ESO access groups provide access to all schools through membership of the Apps_SASAccess_ESO group. School-based access groups provide access to individual school SAS instances through membership of the ![School]_Staff group.
1.1.12. Access group assignment is managed by Digital Canberra (DCBR).

[bookmark: _Hlk217045970]Requesting Access to SAS
1.1.13. To request, modify or revoke access for an individual user, the DCBR OneGov Service Centre SAS Access Form must be submitted. The approving manager must have the designation outlined in the SAS Access User Guide.
1.1.14. For new staff, DCBR will assign roles based on the information provided in the SAS Access form at the time of recruitment.
1.1.15. Individual access requests are not required for staff transferring schools at the start of the school year. These access transfers are actioned by DCBR each January. The access transfer process is as follows:

· For existing staff, January access transfers will be made via the Bulk Creation/Transfer (BCT) process according to the transfer list provided to DCBR by the Education Directorate. DCBR will only transfer the ![School]_Staff group. Staff will retain the roles and functions relating to SAS that they had in their originating schools. Schools will need to request a change if their prior access is not appropriate.
· DCBR will provide school business managers with a group assignment list for review each January.

Reviewing Access to SAS
1.1.16. To ensure security risks are mitigated and privacy is maintained, user access to SAS must be reviewed each school term.
1.1.17. DCBR will provide user access lists to schools and the ESO for review each school term.
1.1.18. Business Managers must review all access for their school and request changes as necessary using the DCBR OneGov Service Centre SAS Access Form.
1.1.19. ESO branch managers or their delegate must review ESO user access and request changes as necessary using the DCBR OneGov Service Centre SAS Access Form.
1.1.20. Each term, as part of the review, DCBR will identify all users without a ![School]_Staff group and remove them from any school-based access groups.

[bookmark: _Toc213059321]Revoking Access to SAS
1.1.21. Access to SAS can be revoked using the DCBR OneGov Service Centre SAS Access Form.
1.1.22. Access to SAS should be revoked if a user no longer has a business need for SAS access.

[bookmark: _Toc213059322]SAS Parent Portal Access
1.1.23. Granting access
· Schools grant parents/carers access to Parent Portal.
Any student contact can be granted access to Parent Portal. Schools must base the decision to grant access on the parent/carer’s contact permissions and the school’s knowledge of the household circumstances.
Access levels have been created to ensure parents may only view information that is aligned to their contact permissions. Contact permissions are determined from the enrolment application and subsequent parent requests or court orders. 
Access levels:
0. All features.
0. No absences.
0. No academic reports.
0. Custom access – used when access levels 1-3 are not suitable.
· Parents/carers are invited to sign up for the Parent Portal via email. This email contains a link to the ACT Digital Account and an access key to be used once the Parent Portal account is created.
· Parents/carers create a Parent Portal account via the ACT Digital Account which manages new account ID validation and authentication for regular logins.
· Parents/carers add the access key to their account to view student information.
· The access key limits the information a parent can view based on the access level for each student. Different information may be visible for different students.


1.1.24. Modification
· If a parent/carer’s access needs to be modified, the school can manage this within SAS. Examples of access needing modification include:
· Court orders – parents are only able to receive specific information about their child.
· The ‘Do Not Contact’ contact permission is updated to ‘Yes’. Parent Portal access is automatically removed. Schools can override this if custom access is required.
1.1.25. Removal
· Schools may remove a parent/carer’s access by revoking their access keys. The parent/carer will still have a Parent Portal account but will not be linked to a school or student. Access keys will be revoked for inactive students and when required by a court order.
1.1.26. Review
· Schools are encouraged to review contact permissions and Parent Portal access permissions once a school term.
[bookmark: _Toc169530495][bookmark: _Toc217046935]Contact
[bookmark: _Toc419889962][bookmark: _Toc169530496]The Executive Branch Manager, Chief Information Officer, Digital Strategy, Services and Transformation is responsible for this procedure.
For support contact Digital Strategy, Services and Transformation Branch by telephone on (02) 6207 7935 or via email at dsst@act.gov.au 
[bookmark: _Toc217046936]Feedback
Any feedback about this procedure should be raised with the policy owner. Refer to Contact information above.
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Definitions
	Term
	Definition

	BCT
	Bulk Creation/Transfer

	DCBR
	Digital Canberra

	DSST
	Digital Strategy, Services and Transformation branch in Education

	ESO
	Education Support Office

	SAS
	School Administration System


Related Policies and Information 

1.1.27. [bookmark: _Toc20413433][bookmark: _Toc213059326]Legislation
· Education Act 2004
· Information Privacy Act 2014 (ACT) 
1.1.28. Related Policies and Documents
· ACT Government Acceptable Use of ICT Resources Policy
· ACT Government Cyber Security Policy
· Education Directorate Privacy Policy
· SAS Access User Guide
· DCBR OneGov Service Centre SAS Access Form
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