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This procedure outlines requirements for the safe and responsible use of digital technologies and online environments in ACT Government preschools.
It applies to all staff, volunteers, students on placement, contractors, health and inclusion support staff and government employees attending preschools.

[bookmark: _Toc223987704]Rationale
This procedure increases alignment with the National Quality Framework and strengthens controls for risks associated with taking, storing and sharing images of children and the misuse of personal devices
The Directorate, as the Approved Provider for ACT public preschools, is committed to child safety and wellbeing in collaboration with staff, families and the community.
ACT public preschools operate under the Education and Care Services National Law (ACT) Act 2011. Responsibility for implementation of this procedure and related policy rests with the Nominated Supervisor (Principal).

[bookmark: _Toc223987705]Procedures
Principles
1.1.1. The Policy establishes the principles that guide the safe use of digital technology and online environments with a broad definition of Personal Electronic Devices (PEDs) that ensures new and emerging recording technologies are captured. 

3.2 School or ACT Government Issued Devices 
3.2.1 	Photos or videos of children may only be taken using school or ACT Government issued devices.
3.2.2. 	These devices must not be linked to personal accounts and must not have automatic cloud syncing. 
3.2.5. Visitors using ACT Government devices in a preschool must notify the Nominated Supervisor and obtain approval prior to images being taken.
3.2.7. Staff should regularly reflect on digital practices and child safety risks.

3.3 Acceptable Use of Personal Electronic Devices (PEDs)
3.3.1. PEDs may only be used in staff-only areas where children are not present.
3.3.2 Smart watches or health trackers may be worn in the preschool environment only if they cannot record images and have notifications disabled.
3.3.3. PEDs may be used for communication in genuine emergencies or system failures.
3.3.4. PEDs must never be used to take images or videos of children.
3.3.5. Images of injuries for record keeping purposes must be taken using school or ACT Government devices only.

3.4 Authorised Essential Purposes 
3.4.1 Possession of a PED in the presence of children may be authorised for specific essential purposes, including emergencies, verified health needs, disability support, family emergencies, or technology failures.
3.4.2 All authorised use of a PED must be approved using the Digital Device Restrictions – Form Personal Device Authorisation.pdf
3.4.3 Authorisation is to be documented, retained on file and reviewed regularly by the nominated supervisor.
3.4.4 Authorised devices must be clearly identified with an approved sticker.
3.4.5 Authorisation may be withdrawn if conditions are breached or child safety is compromised.
3.4.6 Staff may know who is authorised to use PEDs, but not the personal information underpinning the approval.

3.5 Parents, Carers, Visitors and Others use of PEDs
3.5.1 Parents, carers, visitors and other people on preschool grounds should not use their PEDs to take photos and videos of preschool children, including their own unless attending a special event. 
3.5.2 To support child safety, photos or videos of preschool children should not be taken in other areas of the school unless at a special event. 
3.5.3 Signs should be displayed restricting the use of PEDs on site. Refer to Digital Device Restrictions - ACT Government preschool signage (required).pdf
3.5.4 Scripts are provided to support conversations with families in the event PEDs are used. Refer to Digital Device Restrictions – Digital Device Restrictions - Script for addressing inappropriate photo video.pdf
3.5.5 Everyone must report concerns related to child safety, including inappropriate use of digital technology to the Nominated Supervisor or the Directorate through preschool@act.gov.au     

3.6 Personal Electronic Devices at Special Events
3.6.1 Parents/carers and families may use PEDs to take photographs of preschool children at special school events. 
3.6.2 A special school event is one that is hosted by the school, held on or outside school grounds where parents/carers and community are invited to attend.
3.6.3 Special events may include but is not limited to excursions, book week, school fetes, and cultural celebrations.
3.6.4 The Nominated Supervisor is responsible for determining if an event is a special event under this procedure and related policy

3.7 Personal Electronic Devices for Personal Assistive Technology 
3.7.1 Assistive technology devices are permitted to be used by children or staff to support children with individual needs.
3.7.2 The use of digital device for assistive technology must be authorised, documented and stored by the Nominated Supervisor through the same process as authorising PED for essential purposes and using the Digital Device Restrictions – Form Personal Device Authorisation.pdf
3.7.3 The use of digital device for assistive technology should include consultation and consent of the child’s parent or guardian to advise how the device is required to support the child. 

3.8 Personal Electronic Devices for External Providers 

Professional Photography and Media
3.8.1 The Nominated Supervisor should consider the National Model Code – Taking images in early childhood education and care and child safe practices when inviting a professional photographer to provide services at their school.
3.8.2 The Nominated Supervisor must ensure there is a written agreement in place between the school and professional photographer.
3.8.3 Professional photographers invited to take photos/record preschool children are expected to provide evidence to the Nominated Supervisor that they have settings and/or policies that align with the National Model Code and child safe practices.
3.8.4 To ensure safety of preschool children, the following elements are required for professional photographers that will be taking photos of preschool children: 
· all photographers engaged with and taking photos of preschool children must have and provide details of their active Working with Vulnerable People (WWVP) registration with no restrictions and be supervised by a staff member at all times.
· all photographers must use their business-issued devices or devices only used for business for photography purposes 
· the photographer must request consent from parents and guardians to take, use and store images or videos of children
· the professional photographer will provide details of how they will ensure the secure collection, storing, distribution, and deletion of photos taken to ensuring privacy of children is met under Australian Privacy laws.
3.8.5 Schools must ensure photographs are not taken of children without consent. 

Tradespeople
3.8.6 Tradespeople working on a preschool site are considered ‘visitors’ and must comply with the digital device restrictions while on site.
3.8.7 To minimise risk, schools should, wherever possible, schedule trade work when children are not present.
3.8.8 If photographs are required for documenting completed works or for quoting or planning purposes, the tradespeople must speak to a preschool staff member or business manager in the first instance. 
3.8.9 If children are present:
· a school-issued device should be used to take photos and shared with the tradespeople by a member of staff not in care of preschool children.
· Children must not appear in photos and should be moved away from work areas.
3.8.10 Tradespeople may use personal devices for work purposes only, ensuring no images include children or visible personal information.

3.10 Internal Online Environments, Image Management and Storage Protocols
3.10.1 For data security purposes, preschools must adhere to Education Directorate Policies and Procedures listed at 6.13 Related Policies and Information.
3.10.2 Preschool staff may contact DSST Service Centre on 02 620 77935 or dsst@act.gov.au if any concerns around platforms used or data management

3.11 Authorisation from parents and carers 
3.12.1 Parental consent for use of images is collected through enrolment and recorded in SAS.
3.12.2 Parents and carers may change or revoke consent at any time.
3.12.3 Schools must retain consent records and regularly inform families of their rights.

3.13 Consent from Children 
3.13.1 If parent or carers have consented to image capture staff must seek children’s consent before taking images in age-appropriate ways and respect their right of the child to decline or withdraw consent.
3.13.2  ACECQA NQF Online Safety Guide provides resources for teaching consent with preschool children

3.14 Public Facing Online Environments 
3.14.1 With parental consent, images may be used on approved school or Directorate platforms.
3.14.2 Staff must not upload images of children to personal or unauthorised online environments.   

3.15 Active Supervision 
3.15.1 All staff must ensure active supervision of children’s online activities and ensure restrictions on devices and networks, checking privacy and location settings.
3.15.2 Preschool staff should include digital technologies and online environments on supervision plans.

3.16 Digital Pedagogy and Online Safety
3.16.1 Educators make informed decisions about the use of digital technologies with young children.
3.16.2 Children are taught basic online safety messages in developmentally appropriate ways.
3.16.3 Educators model safe and appropriate digital use and engage families in online safety discussions. 
3.16.4 ACECQA resources support online safety education NQF Online Safety Guide 
StartingBlocks.gov.au 
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4.12 For support contact the Early Childhood Education Branch by email preschool@act.gov.au 
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5.12 Any feedback about this procedure should be raised with the policy owner. Refer to Contact information above.
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6.12 Definitions
	Term
	Definition

	Nominated Supervisor 
	The Principal of the school who is approved to oversee day-to-day operations of the preschool, ensuring compliance with the National Law, Regulations, and Quality Standards.

	Preschool Staff 
	Staff that are early childhood qualified to work within the preschool 

	Staff at Preschool 
	Staff at the school that will conduct business within the preschool at times

	Non-teaching staff
	All other staff at preschool that are not teachers including business managers, building service officers, cleaners, learning support assistants, education support office staff. 

	Excursion 
	A planned off-site outing, trip, or event organised by the school where children leave the school premises to visit a location

	Formal agreement 
	A legally binding document that outlines the terms, conditions, rights, and responsibilities agreed upon by two or more parties


6.13 Related Policies and Information 
Safe Use of Digital Technologies and Online Environments Policy
Preschool-ACT-Public-Provision-of-a-Child-Safe-Environment-Procedure.docx
Privacy Policy - Education
Personal Use of Communication Devices in ACT Public Schools Policy - Education
Safe and Supportive Schools Policy - Education Incident and Emergency Management Policy - Education Child Protection Reporting Abuse Neglect Procedures
Records Management Policy - Education
Acceptable Use of ICT Resources Policy
Closed-Circuit-Television-CCTV-Policy.pdf
Volunteers and Visitors in Schools Policy - Education
Digital images and photos in Preschool - Education and Care Services National Regulations
National Principles Child Safe Organisations 
National Model Code – Taking images in early childhood education and care
National Model Code FAQS 
NQF Child Safety information sheet
ACECQA NQF Online Safety Guide
ACECQA NQF Child Safe Culture Guide
ACECQA Online safety self-assessment and risk assessment tool
ACECQA Safe Use of Digital Technologies and Online Environments Policy and Procedure Guidelines
ECA-Statement-on-young-children-and-digital-technologies-2025.pdf
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